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Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS. 

WHICHEVER IS LONGER. FROM THE N/|AIL!NG DATE OF THIS COMMUNICATION. 
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earned patent term adjustment. See 37 CFR 1.704(b). 
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3) n Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 
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8) n Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) n The specification is objected to by the Examiner. 

10) ^ The drawing(s) filed on 03 June 2002 is/are: a)\3 accepted or b)S objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) 0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) 0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C, § 119(a)-(d) or (f). 
a)n All b)n Some * c)\J None of: 

1 .□ Certified copies of the priority documents have been received. 

2. n Certified copies of the priority documents have been received in Application No. . 

3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attachment(s) 

1) S Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-413) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) S Infomiation Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) □ Notice of Informal Patent Application (PTO.152) 

Paper No(sVMaii Date 5.6.02 9. 12.03 . 2.11.04 -in.o^ 10.6.0+ 6) □ Other . 



U.S. Patent and Trademark Office 
PTOL-326 (Rev. 7-05) 



Office Action Summary 



Part of Paper No./Maii Date 20050912 



Application/Control Number: 10/066,699 Page 2 

Art Unit: 2137 

DETAILED ACTION 



Specification 

The disclosure is objected to because of the following informalities: 
Paragraphs 5-8 of the Applicant's disclosure discuss inventions related to the 
present Invention Including admitted prior art and should have been included within the 
section entitled "Background" or "Prior Arf as opposed to "Summary of the Invention". 
Appropriate correction is required. 

Di^wings 

Figures 1 and 2 should be designated by a legend such as -Prior Art- because 
only that which is old is illustrated. See MPEP § 608.02(g). Corrected drawings in 
compliance with 37 CFR 1.121(d) are required in reply to the Office action to avoid 
abandonment of the application. The replacement sheet(s) should be labeled 
"Replacement Sheet" in the page header (as per 37 CFR 1 .84(c)) so as not to obstruct 
any portion of the drawing figures. If the changes are not accepted by the examiner, the 
applicant will be notified and informed of any required corrective action in the next Office 
action. The objection to the drawings will not be held in abeyance. 



Claim Rejections • 35 USC § 102 



The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 



Application/Control Number: 10/066,699 



Pages 



Art Unit: 2137 



A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

(e) the invention was described In (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed In the United States before the Invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 



Claims 1-22 are rejected under 35 U.S.C. 102(b) as being anticipated by N. 
Asokan and P. Ginzboorg's "Key Agreement in Ad Hoc Networks" 



Regarding claim 1 , Asokan discloses a method for securing a communication 
over a network medium between at least two devices, comprising: transmitting pre- 
authentication information from a first device to a second device over a location-limited 
channel (pg.1628 col.1 lns.29-34 "a physically secure channel limited to those present"); 
and using the pre-authentication information secured by the second device to 
authenticate the communication from the first device (pg.1629 col.1 sect.2 "Generic 
protocol for password authenticated key exchange"). 



Regarding claim 2, Asokan discloses wherein transmitting pre-authentication 
information includes sending a digest of an authenticator from the first device to the 
second device (pg.1629 col.1 lns.9-10). 
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Regarding claim 3, Asokan discloses wherein sending the digest of the 
authenticator includes sending a public key, or a digest of the public key (pg.1629 col.1 
lns.9-10). 

Regarding claim 4, Asokan discloses wherein sending the digest of the 
authenticator includes sending a digest of a secret (pg.1629 col.1 lns.9-10). 

Regarding claim 5, Asokan discloses wherein using the pre-authentication 
information by the second device to authenticate the communication over the network 
medium includes using a key exchange protocol in the network medium (pg.1629 
"Generic protocol for password authenticated key exchange"). 

Regarding claim 6, Asokan discloses wherein transmitting the pre-authentication 
information over a location-limited channel (pg.1628 col.1 lns.29-34 "a physically secure 
channel limited to those present") includes: sending a commitment including at least a 
commitment to a first secret and a commitment to a meaningful message from the first 
device to the second device; responding to the commitment from the first device by 
sending a commitment including at least a commitment to a second secret and a 
commitment to a meaningless message from the second device to the first device; 
acknowledging receipt of the commitment of the second device by the first device; and 
acknowledging receipt of the commitment of the first device by the second device 
(pg.1629 "Generic protocol for password authenticated key exchange"). 
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Regarding claim 7, Asokan discloses exchanging at least one public key between 
the first device and the second device (pg.1629 "P"). 

Regarding claim 8, Asokan discloses using an infrared channel as the location- 
limited channel (pg.1628 col.1 lns.29-34). 

Regarding claim 9, Asokan discloses using an audio channel as the location- 
limited channel (pg.1628 col.1 lns.29-34). 

Regarding claim 10, Asokan discloses a method of securing a communication 
over a network medium among a group of devices, comprising: designating at least one 
device of the group as a group manager (pg.1635 col.2 sect.4 "Deciding on leaders and 
odering"); exchanging pre-authentication information between the group manager and 
other devices of the group using a broadcast location-limited channel (pg.1628 col.1 
lns.29-34 "a physically secure channel limited to those present"); and using the 
exchanged pre-authentication information secured by the group manager and the other 
devices to authenticate the communication over the network medium (pg.1629 col.2 
lns.5-16). 
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Regarding claim 11, Asokan discloses using the network medium to distribute a 
group key information from the group manager to the other devices in the group 
(pg.1630 col.2 sect.2 "shared session key"). 

Regarding claim 12, Asokan discloses: 

receiving a new device into the group of devices; exchanging pre-authentication 
information between the group manager and the new device using the broadcast 
location-limited channel (pg.1628 col.1 lns.29-34 "a physically secure channel limited to 
those present"); and using the exchanged pre-authentication infomriation secured by the 
group manager and the new device to authenticate the communication over the network 
medium between the group manager, the group of devices and the new device 
(pg. 1636 col.2 lns.22-24). 

Regarding claim 13, Asokan discloses wherein, when a device leaves the group 
of devices, the method further comprises: nullifying pre-authentication information of the 
group manager with respect to remaining ones of the other devices of the group; 
distributing new pre-authentication infomiation by the group manager to the remaining 
devices in the group; using the distributed pre-authentication information by the group 
manager and the remaining ones of the devices of the group to authenticate the 
communication between the group manager and the remaining ones of the devices of 
the group (pg.1636 col.2 lns.22-24). 



Application/Control Number: 10/066,699 Page 7 

Art Unit: 2137 

Regarding claim 14, Asokan discloses using the network medium to distribute a 
new group key information from the group manager to the remaining ones of the 
devices of the group (pg.1636 col.2 lns.22-24). 

Regarding claim 15, Asokan discloses a method of authenticating a 
communication over a network medium among a group of devices, comprising: 
exchanging pre-authentication information between each device and other devices in 
the group over a broadcast location-limited channel (pg.1628 col.1 lns.29-34 "a 
physically secure channel limited to those present"); using the pre-authentication 
information of a selected device for communication that is secured by a communicating 
device to authenticate the communication over the network medium with the selected 
device (pg.1630 col.2 sect.3.2 "Multi-party version"). 

Regarding claim 16, Asokan discloses using a group key exchange protocol to 
exchange keys among the devices of the group, wherein the pre-authentication 
information ("password")received from a given device of the group a device is used to 
authenticate a key received from that device (pg.1630 col.2 sect.3.2 "Multi-party 
version"). 

Regarding claim 17, Asokan discloses using a Diffie-Hellman key exchange 
protocol as the group key exchange protocol (pg.1630 col.2 sect.3 "Password 
authenticated DH key exchange"). 
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Regarding claim 18, Asokan discloses a device for securing a communication 
over a network medium, the device comprising: a location limited channel (pg.1628 
col.1 lns.29-34 "a physically secure channel limited to those present") 
receiver/transmitter to receive/transmit pre-authentication information from/to a second 
device; a processor to process the pre-authentication information; and a wireless link 
receiver/transmitter to receive/transmit communication from/to a second device, wherein 
the processor authenticates the communication using the pre- authentication 
information (pg.1627 col.1 sec.1.1 "A new key agreement scenario"; Abstract). 

Regarding claim 19, Asokan discloses a memory that stores an authentication 
application used by the processor to authenticate the communication (pg.1627 col.1 
sec.1.1 "A new key agreement scenario"; Abstract). 

Regarding claim 20, Asokan discloses wherein the location limited channel 
receiver/transmitter includes an infra-red receiver/transmitter (pg.1628 col.1 lns.29-34). 

Regarding claim 21, Asokan discloses wherein the location limited channel 
receiver/transmitter includes an audio receiver/transmitter (pg.1628 col.1 lns.29-34). 
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Regarding claim 22, Asokan discloses wherein the authentication application 
includes a public-key-based key exchange protocol (pg.1630 col.2 sect.3 "Password 
authenticated DH key exchange"). 

Claims 1-22 are rejected under 35 U.S.C. 102(e) as being anticipated by 
United States Patent Application Publication No. 2002/0065065 by Lunsford etal., 
hereinafter referred to as Lunsford. 

Regarding claim 1, Lunsford discloses a method for securing a communication 
over a network medium between at least two devices, comprising: transmitting pre- 
authentication information from a first device to a second device over a location-limited 
channel; and using the pre-authentication information secured by the second device to 
authenticate the communication from the first device ([0010], [0056], [0058]). 

Regarding claim 2, Lunsford discloses wherein transmitting pre-authentication 
information includes sending a digest of an authenticator from the first device to the 
second device ([0058]). 

Regarding claim 3, Lunsford discloses wherein sending the digest of the 
authenticator includes sending a public key, or a digest of the public key ([0058]). 
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Regarding claim 4, Lunsford discloses wherein sending the digest of the 
authenticator includes sending a digest of a secret ([0058)]. 

Regarding claim 5, Lunsford discloses wherein using the pre-authentication 
information by the second device to authenticate the communication over the network 
medium includes using a key exchange protocol in the network medium ([0056]). 

Regarding claim 6, Lunsford discloses wherein transmitting the pre- 
authentication infonnation over a location-limited channel includes: 

sending a commitment including at least a commitment to a first secret and a 
commitment to a meaningful message from the first device to the second device; 

responding to the commitment from the first device by sending a commitment 
including at least a commitment to a second secret and a commitment to a meaningless 
message from the second device to the first device; acknowledging receipt of the 
commitment of the second device by the first device; and acknowledging receipt of the 
commitment of the first device by the second device. ([0056], [0058], [0061], "Bluetooth 
specifications" and "sophisticated encryption techniques"). 

Regarding claim 7, Lunsford discloses exchanging at least one public key 
between the first device and the second device ([0056], [0058], [0061], "Bluetooth 
specifications" and "sophisticated encryption techniques"). 
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Regarding claim 8, Lunsford discloses using an infrared channel as the location- 
limited channel ([0005], [0029]). 

Regarding claim 9, Lunsford discloses using an audio channel as the location- 
limited channel ([0006], [0029], [0037]). 

Regarding claim 10, Lunsford discloses a method of securing a communication 
over a network medium among a group of devices {[0039]) comprising: designating at 
least one device of the group as a group manager ([0039]); exchanging pre- 
authentication information between the group manager and other devices of the group 
using a broadcast location-limited channel; and using the exchanged pre-authentication 
information secured by the group manager and the other devices to authenticate the 
communication over the network medium ([0040-0043]). 

Regarding claim 1 1 , Lunsford discloses using the network medium to distribute a 
group key information from the group manager to the other devices in the group ([0040- 
0043]). 

Regarding claim 12, Lunsford discloses: receiving a new device into the group of 
devices; exchanging pre-authentication infomnation between the group manager and the 
new device using the broadcast location-limited channel; and using the exchanged pre- 
authentication information secured by the group manager and the new device to 
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authenticate the communication over the network medium between the group manager, 
the group of devices and the new device ([0040-0043]). 

Regarding claim 13, Lunsford discloses wherein, when a device leaves the group 
of devices, the method further comprises: nullifying pre-authentication infomiation of the 
group manager with respect to remaining ones of the other devices of the group; 
distributing new pre-authentication infomiation by the group manager to the remaining 
devices in the group; using the distributed pre-authentication information by the group 
manager and the remaining ones of the devices of the group to authenticate the 
communication between the group manager and the remaining ones of the devices of 
the group ([0040-0043]). 

Regarding claim 14, Lunsford discloses using the network medium to distribute 
new group key information from the group manager to the remaining ones of the 
devices of the group ([0040-0043]). 

Regarding claim 15, Lunsford discloses a method of authenticating a 
communication over a network medium among a group of devices, comprising: 
exchanging pre-authentication information between each device and other devices in 
the group over a broadcast location-limited channel; using the pre-authentication 
information of a selected device for communication that is secured by a communicating 
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device to authenticate the communication over the network medium with the selected 
device ([0040-00431). 

Regarding claim 16, Lunsford discloses using a group key exchange protocol to 
exchange keys among the devices of the group, wherein the pre-authentication 
information received from a given device of the group a device is used to authenticate a 
key received from that device ([0040-0043], [0056], [0058], [0061]). 

Regarding claim 17, Lunsford discloses using a Diffie-Hellman key exchange 
protocol as the group key exchange protocol ([0056], [0058], [0061]). 

Regarding claim 18, Lunsford discloses a device for securing a communication 
over a network medium, the device comprising: a location linriited channel 
receiver/transmitter to receive/transmit pre-authentication information from/to a second 
device ([0028]); a processor to process the pre-authentication infomiation; and a 
wireless link receiver/transmitter to receive/transmit communication from/to a second 
device ([0031]), wherein the processor authenticates the communication using the pre- 
authentication infomiation ([0003-0005]). 

Regarding claim 19, Lunsford discloses a memory that stores an authentication 
application used by the processor to authenticate the communication ([0003], [0032]). 
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Regarding claim 20, Lunsford discloses wherein the location limited channel 
receiver/transmitter includes an infra-red receiver/transmitter ([0005], [0029]). 

Regarding claim 21, Lunsford discloses wherein the location limited channel 
receiver/transmitter includes an audio receiver/transmitter([0006], [0029], [0037]). 

Regarding claim 22, Lunsford discloses wherein the authentication application 
includes a public-key-based key exchange protocol ([0056], [0058], [0061], "Bluetooth 
specifications" and "sophisticated encryption techniques"). 

Claims 1-5, 7-8, 15-16, 18-20, and 22 are rejected under 35 U.S.C. 102(e) as 
being anticipated by United States Patent No. 6,396,612 by Per BjorndahL 

Regarding claim 1 , Bjorndahl discloses a method for securing a communication 
over a network medium between at least two devices, comprising: transmitting pre- 
authentication information from a first device to a second device over a location-limited 
channel; and using the pre-authentication information secured by the second device to 
authenticate the communication from the first device (Abstract; col. 3 lines 20-25). 

Regarding claim 2, Bjorndahl discloses wherein transmitting pre-authentication 
infonnation includes sending a digest of an authenticator from the first device to the 
second device (col.3 lines 20-25). 
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Regarding claim 3, Bjorndahl discloses wherein sending the digest of the 
authenticator includes sending a public key, or a digest of the public key (coL3 lines 20- 
25; col.5 lines 40-49 and 54-61). 

Regarding claim 4, Bjorndahl discloses wherein sending the digest of the 
authenticator includes sending a digest of a secret (col. 3 lines 20-25; col.5 lines 40-49 
and 54-61). 

Regarding claim 5, Bjorndahl discloses wherein using the pre-authentication 
information by the second device to authenticate the communication over the network 
medium includes using a key exchange protocol in the network medium (col. 3 lines 20- 
25; col.5 lines 40-49 and 54-61). 

Regarding claim 7, Bjorndahl discloses exchanging at least one public key 
between the first device and the second device (col. 3 lines 20-25; col.5 lines 40-49 and 
54-61). 

Regarding claim 8, Bjorndahl discloses using an infrared channel as the location- 
limited channel (coL3 lines 20-25). 
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Regarding claim 15, Bjorndahl discloses a method of authenticating a 
communication over a network medium among a group of devices, comprising: 
exchanging pre-authentication information between each device and other devices in 
the group over a broadcast location-limited channel; using the pre-authentication 
information of a selected device for communication that is secured by a communicating 
device to authenticate the communication over the network medium with the selected 
device (Abstract; col.3 lines 20-25). 

Regarding claim 16, Bjorndahl discloses using a group key exchange protocol to 
exchange keys among the devices of the group, wherein the pre-authentication 
information received from a given device of the group a device is used to authenticate a 
key received from that device (col.3 lines 20-25; coL5 lines 40-49 and 54-61). 

Regarding claim 18, Bjorndahl discloses a device for securing a communication 
over a network medium, the device comprising: a location limited channel 
receiver/transmitter to receive/transmit pre-authentication information from/to a second 
device (col.4 lines 34-48); a processor to process the pre-authentication information 
(coL4 lines 46-65); and a wireless link receiver/transmitter to receive/transmit 
communication from/to a second device (col.4 lines 34-48), wherein the processor 
authenticates the communication using the pre- authentication information (col.5 lines 1- 
12). 
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Regarding claim 19, Bjorndahl discloses a memory that stores an authentication 
application used by the processor to authenticate the communication (col. 5 lines 61-65). 

Regarding claim 20, Bjorndahl discloses wherein the location limited channel 
receiver/transmitter includes an infra-red receiver/transmitter (col.3 lines 20-25). 

Regarding claim 22, Bjorndahl discloses wherein the authentication application 
includes a public-key-based key exchange protocol (col.3 lines 20-25; col.5 lines 40-49 
and 54-61). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tamara Teslovich whose telephone number Is (571) 

272- 4241. The examiner can normally be reached on Mon-Fri 8-4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Infomnation Retrieval (PAIR) system. Status infomiation for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more infomnation about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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